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Bluetooth: connected

User: then, act like it
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Bluetooth PCAP



Zigbee Overview
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LOW POWER BASED ON IEEE 802.15.4 2.4 GHZ ISM WITH 16 
CHANNELS

CHANNELS: 2 MHZ WIDE 
/ 5 MHZ SPACING

SELF-FORMING, SELF-
HEALING -> MESH, STAR, 

OR TREE TOPOLOGY

NETWORK SIZE: UP TO 
65,000 NODES (V3.0)

DATA RATE: 250 Kbps 128-bit AES encryption
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LoRaWAN Overview

• Low-Power

• Long-Range (LoRa)

• Low data rate < 20 kbps

• Sub-1GHz

• Adaptive data rates (ADR)

• Modulation derived from Chirp 
Spread Spectrum (CSS) using 
chirp pulse

• End-to-end AES 128-bit 
encryption

#WiCo



Spread Spectrum

#WiCo

Image Source: "Spread Spectrum – it's not just for breakfast anymore!" (www.qsl.net)

http://www.qsl.net
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Chirp Spread Spectrum (CSS)
• Linear chirp waveform
• Sinusoidal wave that increase 

in frequency linearly over time

• Upchirp: frequency increase 
over time

• Downchirp: frequency 
decrease over time

Up-chirp

Spectrogram of 
a linear chirp



Receive Sensitivity

#WiCo

Spreading 
factor SF

Receiver sensitivity for 
bandwidth fixed at 

125kHz
SNR Limit (dB) Time on Air (ms)

SF7 -123 dBm -7.5 46

SF8 -126 dBm -10 82

SF9 -129 dBm -12.5 165

SF10 -132 dBm -15 289

SF11 -134.5 dBm -17.5 660

SF12 -137 dBm -20 1155

Lower SF
Higher DR

Higher SF
Lower DR

>400ms,
NOT 
supported in 
US @125KHz



LoRaWAN Transmission

#WiCo

• Symbol time

• Time on air

• Coding

• Throughput



Adaptive Data Rate (ADR) Mechanism
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Source: Wi-Fi Alliance - https://www.wi-fi.org/discover-wi-fi/wi-fi-certified-halow
#WiCo

https://www.wi-fi.org/discover-wi-fi/wi-fi-certified-halow


Wi-Fi HaLow

Wi-Fi 4

Wi-Fi 5

Wi-Fi 6

Wi-Fi 6R2

Wi-Fi 6E

Wi-Fi 7

WiGigFor extremely high-definition or virtual 
reality applications, without walls

60 GHz

2.4 & 5 GHz

2.4 & 5 GHz

5 GHz

6 GHz

Sub-1GHz
Good coverage for every day, light 

bandwidth connectivity needs

High capacity and speed for most 
advanced applications

Best for long range, low power 
connectivity, penetration through walls

Great for daily use and functionality; 
supports multiple users

160 MHz channels enable next-level 
user experience

2.4, 5, & 6 GHz

2.4 & 5 GHz

For extremely high uplink performance, 
but with power management (IoT)

For extremely high-definition or virtual 
reality applications (VR/AR/XR), with walls

#WiCo



Technical slideWi-Fi CERTIFIED HaLow  for IoT

Function Wi-Fi 5 (IEEE 802.11ac) Wi-Fi HaLow (IEEE 802.11ah)

Operating frequency 
band

2.4, 5, and 6 GHz (Wi-Fi 7)
Sub-1 GHz 

(915 MHz US, 868 MHz EU)

Channel Width 20/40/80/160 MHz 1/2/4/8/16 MHz

Max addressable 
stations per AP

2007 8191

Single Stream (1SS) 
MCS data-rate

6.5 to 866.7 Mb/s (802.11ac, Wi-Fi 5)
6.5 to 150 Mb/s (802.11n, Wi-Fi 4)

150 kb/s to 86.7 Mb/s

“Typical” Range ~ 100 m (328 ft) ~1 Km (0.62 mi)

Link Budget REF Upwards of 24dB improvement

MCS Index 0-9 0-9 & 10

Subcarrier Width 312.5 kHz 31.2 kHz

Symbol Time 3.2 µs (3.6 or 4.0 µs with SGI/GI) 32 µs (36 or 40.0 µs with SGI/GI)

Spatial Streams 1-8 1-4

Modulation Types BPSK, QPSK, 16-QAM, 256-QAM

WPA3
Support

#WiCo



802.11ah Channels in US/CAN*

20

1 MHz

2 MHz

4 MHz

8 MHz

16 MHz

1

2

902 MHz 928 MHz

8

12

3 5 7 9
1
1

1
3

1
5

1
7

1
9

2
1

2
3

2
5

2
7

2
9

3
1

3
3

3
5

3
7

3
9

4
1

4
3

4
5

4
7

4
9

5
1

6 10 14 18 22 26 30 34 38 42 46 50

2416 32 4840

28 44

*Index values found in IEEE 802.11ah-2016
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802.11ah Channels in the EU*

1 MHz 1

863 MHz 868 MHz

3 5 7 9

*Index values found in HaLow hardware configuration
#WiCo



930

US SingaporeJapanChinaEuropeKorea

910

830

850

810

790

770

750

870

890

S1G Frequency Allocation
MHz

928

902

923.5

917.5

868

863

787

755

927.5

916.5

925

920

869

866
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0.15 – 4.40 Mbps x Nss

0.65 – 8.67 Mbps x Nss

1.35 – 20.0 Mbps x Nss

2.925 – 43.33 Mbps x Nss

5.85 – 86.7 Mbps x Nss

1 MHz

2 MHz

4 MHz

8 MHz

16 MHz

Mandatory for 
STAs (Global 

interoperability)Mandatory 
for APs

Range 
Increases

Rate 
Increases

Nss = Number of Spatial Streams (1-4)

Optional 
(Regional 

Dependent)

#WiCo



MCSINDEX.NET

NEW
S1G

#WiCo



Association ID (AID)

Duration / ID Field

Page ID
(2 bits)

Block Index
(5 bits)

Sub-block Index
(3 bits)

STA Position Index 
in Sub-Block

(3 bits)

b12 b0

#WiCo



Restricted Access Window (RAW)
B

ea
co

n
 +

 R
P

S 
IE

RAW1 RAW2

B
ea

co
n

 +
 R

P
S 

IE

P A P A P A D A D A D A

P: PS-Poll/Trigger frame, D: DATA, A: ACK, R: Resource Allocation

Short Beacon Interval (~100 ms)

Slot duration = TS2 Slot duration = TS1 Normal Contention

R

#WiCo



Trust measurements you make…
#WiCo



Obligatory HaLow Speed Test

Scenario
1 MHz 
(ch5)

2 MHz 
(ch6)

4 MHz 
(ch8)

Open 1.98 3.14 5.24

WPA3 1.56 2.85 4.93

UDP 2.01 3.97 5.04

2 STAs 1.20 1.97 2.93

1 Spatial Stream (Nss = 1)
2 STAs used UDP
Open/WPA3 used TCP
Uncontrolled environment
Results in Mbps

WPA3
Support

#WiCo



One packet slice 
from the packet 
blasting 
experiment!

#WiCo



Beacon details – S1G

• 2 types of beacons
• Short beacon (transmitted ~100 TUs)

• Compressed SSID, RPS

• Reduce airtime consumption (beacon bloat)

• Full beacon (transmitted ~1000 TUs)
• QoS/WMM, Full/short beacon interval  times, uncompressed SSID, and many other super 

exciting IEs for PCAP geeks

S1G Beacon Format

#WiCo



Beacons

Short Beacon
“Full” 
Beacon

#WiCo



Security – WPA3

#WiCo



HaLow Distance Record – 
3 Km (1.86 mi)

• Using Morse Micro MM6108 SoC

• Ocean Beach, California

• Video call & TP test

• 8 MHz wide channel

• 8 Mbps @ 1500 m / 1 Mbps @ 3000 m

Source: Morse Micro 3Km Range Test - https://vimeo.com/900432058 
#WiCo

https://vimeo.com/900432058


HaLow

2 MHz Wide
Channel 6 (905MHz)
Ping
Open
Max Tx Power

Wi-Fi 6

40 MHz Wide
Channel 144
Ping
WPA3
Tx Power: 17dBm

#WiCo



Attributes Wi-Fi HaLow
Wi-Fi Legacy 

(n/ac)
Zigbee BLE LoRaWAN NB-IoT

Frequency S1G 2.4 / 5 GHz S1G / 2.4 GHz 2.4 GHz S1G / 2.4 GHz
Licensed <5 

GHz

Data Rate
150 kbps – 86.7 

Mbps*
6.5 Mbps– 

866.7 Mbps*
250 kbps

125 kbps – 2 
Mbps

300 bps – 27 
kbps

20 – 127 kbps

Range (m) <1,000 < 100 < 20 < 100 <20,000 <30,000

Modulation

OFDM over 
BPSK, QPSK, 
16/64/256-

QAM

OFDM over 
BPSK, QPSK, 
16/64/256-

QAM

BPAK / OQPSK GFSK CSS QPSK

Power Low Med Low Low Low Low

Security WPA3
128-bit AES in 

CCMode
128-bit AES in 

CCMode
128-bit AES in 

CCMode
128-bit AES in 

CCMode
3GPP security

Device per 
AP/GW

8192 2007 65,000 Unlimited >100,00 >100,000

OTA firmware 
updates

Yes Yes Yes Yes Yes Yes

* Single spatial stream #WiCo



“Be relentlessly curious.”

@troymart

#WiCo
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